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Credit Card Information and Payment Processing Policy 
Last Updated: November 2025 

At Testco, LLC, we value your privacy and are committed to protecting your 
personal and payment information. This policy explains how we collect, use, and 
safeguard credit card and related payment data when you make a purchase or 
payment through our website or with our sales representatives. 

1. Payment Processors 
Testco partners with two secure and PCI DSS–compliant payment processors—
Merchant E and Authorize.net—to handle all credit card transactions. Both 
processors maintain strict security and encryption standards to protect your 
payment data. 

2. Information We Collect 
When you make a payment, we may collect: 

 Name on the credit card 
 Billing address 
 Credit card number, expiration date, and CVV (processed securely through 

Merchant E or Authorize.net, not stored by Testco) 
 Contact information such as email and phone number 
 Transaction details (amount, date, and order number) 

3. How We Use Your Information 
We use this information solely to: 

 Process and complete your payment 
 Verify your identity and prevent fraud 
 Provide receipts, order confirmations, and related customer service 

communications 
 Comply with financial, tax, and regulatory requirements 

4. Data Security & Infrastructure 
Your credit card details are not stored or retained on Testco servers. All payment 
information is encrypted and transmitted directly to our processors using secure 
HTTPS/TLS protocols. 

Merchant E’s security and compliance measures include: 

 Validated as a Level 1 PCI DSS Service Provider 
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 Annual SSAE-18 (SOC) assessment for independent security verification 
 HTTP Strict Transport Security (HSTS) to enforce encrypted traffic 
 TLS 1.2+ connections with Perfect Forward Secrecy (PFS) 
 Encrypted data at rest using strong cryptography 
 U.S.-based, redundant, and geographically dispersed data centers 
 Compliance with privacy regulations such as GDPR and CCPA 

Authorize.net’s security and compliance measures include: 

 Certified PCI DSS Level 1 Service Provider 
 Annual external audits and vulnerability scans 
 Customer Information Manager (CIM) that tokenizes and securely stores 

payment data 
 Encryption of cardholder data in transit and at rest 
 Fraud prevention tools including AVS, CVV verification, and IP monitoring 
 Support for TLS 1.2 or higher to secure data transmissions 

5. Sharing and Disclosure 
We do not sell, rent, or share your payment information with third parties except 
as required to process transactions or comply with legal obligations. 

 Merchant E and Authorize.net for payment authorization and processing 
 Financial institutions for verification and settlement 
 Regulatory or law enforcement authorities when required by law 

6. Your Rights 
You may contact us at any time to: 

 Request details about data collected for a specific transaction 
 Correct or update billing information 
 Report suspected security issues 

7. Updates to This Policy 
We may update this policy periodically to reflect changes in our business, 
partners, or legal requirements. The 'Last Updated' date will appear at the top of 
this document. 

8. Contact Us 
For questions regarding this policy or how your payment information is handled, 
please contact: 
Email: sales@testco-inc.com 
Website: www.testco-inc.com 
Company: Testco, LLC 


